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http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest-2017-sneak-peek_xg_en.pdf
http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest-2017-sneak-peek_xg_en.pdf
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SSL RenegOﬁa i'/'On Server public certificate (key)
® Private Key (Signed by CA)
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Exploit SSL Handshaking

Asymmetric Encryption (2048 bifts)
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2. Server public certificate

SHA-256(SHA-2)

9 Symmetric Encryption (256 bits) 9
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DNS NXDomain Mitigation

nslookup abcquqg12examfooltest.com




HTTP Slowloris

TCP 3-way Handshake

HOST: host\r\n

—_— User-Agent: Mozilla/4.0 (compatible; MSIE

7.0; Windows NT 5.1; Trident/4.0;
- NET CLR 1.1.4322; NET CLR 2.0.503I3;

NET CLR 3.0.4506.2152; .NET CLR

—_— 3.5.30729; MSOffice 12)\r\n
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HTTP Slow READ

TCP 3-way Handshake
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